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EFG Securemail client registration




Registration

First contact
When an EFG employee sends you a Securemail message, you will receive the following message, inviting you to register
and receive the message:

-
Register to Receive an EFG Securemail E r G

Hello external.recipient@supermail.com

EFG employee has sent you a secure mail message.
Please register to access the email.
User ID:

external.recipient@supermail.com

Register Now

Kind regards,
EFG Bank

1. Enter the one-time password
You will receive a one-time password, either by SMS or from the EFG employee in person. You will receive the following
invitation and should enter the one-time password as requested.

EFG

Registration for: external.recipient@supermail.com

@ Identification

Enter your
one-time password.

esssesse
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2. Enter your personal information

You are then asked to provide personal information and to set a password. The password strength is checked against
a list of requirements, which is provided below the form.

EFG

Registration for: external.recipient@supermail.com

@ Personal Information

First name v Last name v
External Recipient
Set new password v Password strength

Confirm password v

— Ce'

3. Security questions for resetting the password

If you should need to reset the Securemail password for any reason, you will be asked to answer three security
questions. During registration, you will be asked to choose and answer three questions from a drop-down list
(The capture below shows an example with the associated answer. Each answer can only be used once).

EFG

Registration for: external.recipient@supermail.com

® Security Questions

1. Please select a question.

What is your favourite movie? -

Your answer v

Back to the Future

2. Please select a question.

What is the name of your favourite sports team? -

Your answer v

Los Angeles Lakers

3. Please select a question.

What was the name of your first school? -
Your answer v
Harvard

4= Back Cancel m
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4. Channel preference
You can receive your EFG Securemail messages either via Totemo WebMail or by Registered Envelope.
(NB: WebMail is highly recommended)

EFG

Registration for: external.recipient@supermail.com

@ Channel

@ totemomail” WebMail

Select this option to read and write secure emails directly in your
Web browser.

* More information

m totemomails Registered Envelope
8 P
Select

If you select this option, the email is sent to your mailbox as a
totemomail® Registered Envelope.

* More information

4= Back Cancel

Totemomail WebMail
If you choose to receive the Securemail by WebMail, the following screens will appear:

EFG

Successfully completed

You have successfully registered. Click the button below to use your access data to log into

totemomail” WebMail and read your secure message in the Web portal.

'.

r

WebMail login

Email Address

external.recipient@supermail.com

Password Forgot password?

L L1 L] ] ]

Log in
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When you have logged in, you will be redirected to your EFG Securemail inbox where you will be able to access
your secure e-mails and reply etc.

E '.G external.recipient@supermail.com ~

EFG Bank WebMail @ Account overview @
Q sort
New message
Inbox (1) efe. y ge - Hi, This is a private information, please d.. 4 14.58
Drafts EFG Secure Mail - Secure email communication

Sent messages

Trash
Contacts

New folder +

If you click on the Account overview tab, you will be able to change your account settings:
1. Change the chosen communication channel (Registered Envelope or WebMail)

2. Change other settings eg. surname and/or first name

3. Reset your password and/or security questions

E ,-G external.recipient@supermail.com

EFGBankWebMail & Account overview [©)
Channel for secure o
messages et
stines @)

User name: external.recipient@supermail.com
Change password and
security questions Name: First name Last name

External Recipient
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Totemomail Registered Envelope
EFG

Successfully completed

You have successfully registered. From now on, you will receive secure messages directly in
your mailbox as securemail® Registered Envelopes. You can now close this window.

After closing the above window, you will receive the encrypted e-mail in your inbox. You should double click on the e-mail
in the attachment (NB: the attachment may be at the bottom of the e-mail, depending the e-mail client you use).

EFG Securemail E .G
Registered Envelope I'

Hello External Recipient

EFG employee has sent you a Registered Envelope

Message

The message has been encrypted and attached into this e-
mail. It is protected with the password you have chosen
during the enroliment process.

Double-click on the attachment to open it

Forgot Password ?

Kind regards,

EFG Bank

A login form will appear inviting you to enter your credentials and open the encrypted e-mail.

r

Please enter your credentials to access the
encrypted message!

Email

external.recipient@supermail.com

Password
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You will then be able to access the e-mail and reply if necessary.
,-
EFG

My secure message

=Y E

From: efg.employee@efgbank.com

To: external.recipient@supermail.com

Hi,
This is a private information, please don't share it

Regards
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